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QUICK REFERENCE GUIDE 

 
This policy must be followed in full when developing or reviewing and amending Trust procedural 
documents. 
 
For quick reference the guide below is a summary of actions required. This does not negate the need 
for the document author and others involved in the process to be aware of and follow the detail of this 
policy.  
 
This policy aims to identify the management of surveillance cameras within Portsmouth Hospitals 
NHS Trust. This includes digital recording, video recordings, cinematograph film and other moving 
image carriers, and sound recordings produced within Portsmouth Hospitals NHS Trust.   

 
The purpose of this policy to provide guidance to staff who require or use surveillance equipment 
within Portsmouth Hospitals NHS Trust to ensure that they comply with requirement of the Data 
Protection Act 2018 and safeguard the confidentiality of personal information which is held by the 
Trust.   

 
This policy applies to all bank, locum, permanent and fixed term contract employees (including 
apprentices) who hold a contract of employment or engagement with the Trust, including 
secondees, students, volunteers (including Associates), Non-Executive Directors, and those 
undertaking research working with Portsmouth Hospitals NHS Trust.  The policy also applies to 
the Trust’s PFI contractor, external contractors, agency workers and other workers who are 
assigned to Portsmouth Hospitals NHS Trust.  
 
Surveillance systems will include CCTV cameras, automatic number plate recognition (ANPR) 
body worn video (BWV) cameras, personal and Trust recording devices (mobile phones) and 
dashcams. 
 
Any new CCTV system or major change to an existing system must have a Data Protection Impact 
Assessment carried out to establish the specified purpose which is in pursuit of a legitimate aim and 
necessary to meet an identified pressing need. 
 
People in public places should be made aware they are being monitored by a surveillance camera 
system, who is undertaking the activity and the purpose for which that information is used. 
 
Any members of the public, patients, visitors or staff that have been captured on the Trust’s 
surveillance cameras are legally allowed to view this footage by completing a Subject Access 
Request (SAR) form to view the images. 
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1.  INTRODUCTION 

The Surveillance Camera Code of Practice was issued in accordance with section 29(6) of the 
Protection of Freedoms Act 2012.  This policy was developed to comply with the Surveillance 
Camera Code of Practice issued by the Secretary of State under this Act.   

 
A surveillance camera systems means any closed circuit television or automatic number plate 
recognition system; any other systems for recording and viewing visual images for surveillance 
purposes; any systems for storing, receiving, transmitting, processing or checking images or 
information obtained by the systems above. 
 
This policy aims to provide the specified purpose for the use of surveillance cameras and to 
identify the management of surveillance cameras within Portsmouth Hospitals NHS Trust 
(PHT).  This policy has been developed in recognition of the increased use of surveillance 
cameras and aims to support staff in the legal implementation and use of surveillance cameras 
in order to protect staff, patients and the public who use the Trust services whilst on Trust 
property. 
 
As part of our commitment to ensure the delivery of a high quality and safe working 
environment for our staff, patients and visitors who access our facilities we will: 

• Comply with relevant legislation pertaining to the use of surveillance cameras and 
recording equipment 

• Establish a surveillance camera management system 

• Maintain the surveillance camera and imaging systems, adopting best practice where 
possible and to strive to continually improve the monitoring control process through 
monitoring and assessments. 

• Provide clear guidance to relevant staff to ensure they understand the reasons, 
benefits and legal implications of the use of surveillance cameras. 

 
 

2. PURPOSE 

This policy is introduced to protect patients, staff and the public who are the subjects of 
surveillance camera systems.  It will also assist operators of surveillance cameras systems 
within Portsmouth Hospitals NHS Trust  to understand their legal obligations whilst also 
reassuring the public and patients using our services about the safeguards in place in relation 
to compliance with the Data Protection Act 2018, Human Rights Act 1998, Regulation of 
Investigatory Powers Act 2000, Surveillance Camera Code of Practice 2013, The Surveillance 
Camera Code of Practice Information Commissioner 2014, The Caldicott Report 1997, Care 
Quality Commission Using Surveillance 2014 and other relevant legislation and guidance.  
 
Surveillance cameras will be used to help prevent and detect crime, including protection of 
Trust premises, protect and maintain the wellbeing of patients, staff and visitors and to keep 
patients safe and secure.  It will also assist in the apprehension and prosecution of offenders.   
 
The Trust is the Data Controller for the images recorded.  The PFI Partner is the data 
processor. 

 
 

3. SCOPE 
This policy applies to all bank, locum, permanent and fixed term contract employees (including 
apprentices) who hold a contract of employment or engagement with the Trust, including 
secondees, students, volunteers (including Associates), Non-Executive Directors, and those 
undertaking research working with Portsmouth Hospitals NHS Trust.  The policy also applies to 
the Trust’s PFI contractor, external contractors, agency workers and other workers who are 
assigned to Portsmouth Hospitals NHS Trust.  
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Surveillance systems will include CCTV cameras, automatic number plate recognition (ANPR) 
body worn video (BWV) cameras, personal and Trust recording devices (mobile phones) and 
dashcams. 
 
The use of dummy cameras to give the illusion of a CCTV system and to act as a deterrent to 
crime are excluded from the ICO Code of Practice, however to ensure any such devices are 
installed appropriately they are included in this policy. 
 
Surveillance cameras can assist in the robust monitoring of areas that may need observing to 
maintain levels of safety and security to those people utilising the Trusts facilities.  Surveillance 
cameras alone will not prevent staff or patients being assaulted or property being stolen or 
damaged.  However, combined with good local security systems and procedures, it can help to 
prevent and detect security related incidents, as well as provide evidence to assist the 
investigation of incidents.  
 
All cameras will be set only to view images that are intended for the objectives of the scheme 
(adequate, relevant and not excessive) and images recorded can only be used for the stated 
purpose of the system in the policy (processed for a limited purpose).  Collateral intrusion 
should be kept to a minimum.   

 
 

4. DEFINITIONS 
The following abbreviations and definitions are used throughout this document: 
 

Title Definitions 

Accredited 
Security 

Management 
Specialist (ASMS) 

Deliver a safe and secure environment within a national legal 
framework for tackling violence and security management. 

Body Worn Video 
(BWV) 

Surveillance camera worn by members of security or staff for the 
purpose of recording interactions with members of the public or 
patients. 

Bring your own 
device (BYOD) 

Also called bring your own technology, bring your own phone, and 
bring your own personal computer.  This could also include 
dashcams.  

Care Quality 
Commission (CQA) 

Is the independent regulator of all health and social care services in 
England.  Its job is to make sure that care provided by hospitals, 
dentists, ambulances, care homes and services in peoples own 
homes and elsewhere meets government standards of quality and 
safety. 
 

Close Circuit 
Televisions 

(CCTV) 

A self-contained surveillance system, comprising cameras, 
recorders and displays for monitoring activities in the Trust 

Collateral Intrusion Capturing of images of individuals not covered by the stated 
purpose of the system.  Background images.   

Covert 
Surveillance 

Recording of images of individuals without their knowledge or 
consent 

Data Protection Act 
2018 
(DPA) 

Is a UK Act of Parliament designed to protect personal data stored 
on computers or an organised paper filing system.  It enacted the 
EU’s Data Protection Directive 1995’s provisions on the protection, 
processing and movement of data. 

Data Protection 
Impact 

Assessment (DPIA) 

Is a process that helps organisations identify and minimise risks 
that result from data processing. DPIAs are usually undertaken 
when introducing new data processing processes, systems or 
technologies. 

Data Protection Legally mandated position within the Trust responsible for ensuring 
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Officer (DPO) that the Trust is compliant with all EAA/UK data protection 
legislation.  

Freedom of 
Information Act 

2000 (FOI) 

Provides the public access to information held by public authorities. 
The Act covers any recorded information that is held by a public 
authority in England, Wales and Northern Ireland, and by UK-wide 
public authorities based in Scotland. 

Information 
Commissioner’s 

Office (ICO) 

Is the independent regulatory office in charge of upholding 
information rights in the interest of the public.  The organisation 
covers the Data Protection Act, the Freedom of Information Act and 
the Environmental Information Regulations. 

Regulation of 
Investigatory 

Powers Act (RIPA) 

Is an Act of the Parliament of the United Kingdom, regulating the 
powers of public bodies to carry out surveillance and investigation, 
and covering the interception of communications. 

Senior Information 
Risk Officer (SIRO) 

Is an Executive Director or member of the Senior Management 
Board of an organisation with overall responsibility for an 
organisation's information risk policy. The SIRO is accountable and 
responsible for information risk across the organisation. 

Subject Access 
Request (SAR) 

Is a statutory right that patients/staff have under the Data 
Protection Act 2018 to obtain from the Trust a copy of the 
information that is held about them.   

 
 

5. DUTIES AND RESPONSIBILITIES 
The Chief Executive is ultimately responsible for the manner in which the Trust implements the 
use and management of the Surveillance Camera Systems and its adherence to UK legislation 
requirements and codes of practice. 

 
The Head of Information Governance is responsible: 

•    for the overall management of the Trusts Surveillance Camera Systems policy and 
ensuring that this policy is in line with all relevant legislation and codes of practice.  

•     for providing advice to the Accredited Security Management Specialist and the systems 
managers who are designated as the responsible persons on the disclosure of material in 
response to subject access requests.   

•     for ensuring that the Surveillance Camera arrangements comply with the Data Protection 
Act principles which state that data must be: 

o Fairly and lawfully processed 
o Processed for a limited purpose and not in any manner incompatible with those 

purposes. 
o Adequate, relevant and not excessive 
o Accurate 
o Not kept any longer than necessary 
o Processed in accordance with individual rights 
o Secure at all time 
o Not transferred to another location without adequate protection 

• Ensuring that the surveillance camera system is covered in the Trust’s Privacy Notice. 
 

The Trust’s PFI Partner is the Surveillance Camera System’s Manager.  They are responsible 
for: 

• Complete a DPIA to assess the appropriateness of, and reasons for using surveillance 
cameras or similar surveillance equipment  

• Ensuring they comply with the provisions of the Data Protection Act 2018, CCTV Code of 
Practice 2000 and Security Industry Authority licensing requirement  

• Ensure that suitably trained members of staff are nominated and responsible for the day 
to day administration and operation of the system  

• Ensuring any identified problems are notified to the servicing contractor for remedial 
action as soon as is reasonably possible and to the ASMS/Estates Team for information. 



Title of Policy: Surveillance Camera Systems Policy 
Version: 1.1 
Issue Date: 11/12/2019  
Review Date: 01/06/2022 (unless requirements change) Page 7 of 21 

• Ensuring all system staff are aware of how to process Subject Access Requests or to 
whom such requests should be referred. 

• Record all incidents and complaints and any actions taken.  To be reported to the Trust 
yearly 

• Record all requests for access to the images by either the Data Subject or the Police, 
including the time taken to respond to the request. To be reported to the Trust quarterly. 

• Ensure the images captured are usable and stored in a way that is secure and maintains 
the integrity of the image and information especially the meta data (time, date, location is 
reliable. 

The system managers and ASMS in liaison with the Information Governance Team will ensure 
that there is: 

• Appropriate access and reasons for using Surveillance Camera or similar surveillance 
equipment. 

• Documentation of the assessment process and the reasons for installation. 

• Ensure documentation for the person(s) or organisation(s) responsible for ensuring that 
the day-to-day compliance with requirements of the Code of Practice. 

• Establish and document security and disclosure policies and procedures for Surveillance 
Cameras. 
 

Accredited Security Management Specialist (ASMS) is responsible for providing the Trust with 
advice on the provision of access and material to law enforcement agencies including Police, 
as well as advising on the provisions of the Surveillance Camera Code of Practice and the 
provision of any new or additional Surveillance Camera equipment, in association with the 
Head of Information Governance. 
 
The Director of Estates and Facilities will provide appropriate support to facilitate the successful 
implementation of surveillance camera systems and the maintenance and suitability of existing 
systems. 
 
Surveillance cameras at remote Trust locations (Rodney Road, Mitchell Way etc.) will be 
managed by the Trust’s Estates Department under a separate contract with the provider.  This 
policy must be followed by the Estates Department and the provider. 
 
 

6. PROCESS 

 
Any new CCTV system or major change to an existing system must have a Data Protection 
Impact Assessment carried out to establish the specified purpose which is in pursuit of a 
legitimate aim and necessary to meet an identified pressing need. 

 
Factors that will influence the installation of surveillance cameras include: 

• a remote or isolated location  

• where services are situated in an area where crime is a particular issue  

• where critical or high value assets are maintained for example plant rooms or medical 
gases storage facilities. 

• locations of lone workers or late workers 

• entrances where admittance is restricted to authorised personnel only (theatres, 
paediatrics, NICU, staff facilities) 

 
In collaboration the Estates and Facilities team, the ASMS will develop a formal specification 
for the functionality of the system.  Every effort should be taken to ensure that new systems 
utilise technology to enable restricted access and data security as well as remote viewing by 
authorised personnel. 

 
BYOD (Bring your own device) 
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BYOD (bring your own device) also called bring your own technology, bring your own phone, 
and bring your own personal computer including dashcams —refers to the policy of permitting 
employees to bring personally owned devices to their workplace, and to use those devices to 
access Trust information and applications  
 
Under no circumstances should staff use their own personal equipment to record patients or 
staff. 

 
 

 
Covert Monitoring 
All CCTV use will be overt unless a specified operation for a specific purpose is being 
undertaken in circumstances necessary for the prevention and detection of crime, the 
apprehension or prosecution of offenders or the assessment or collection of any tax or duty.  A 
request from the Police under the Regulation of Investigatory Powers Act (RIPA) 2000 will be 
required to use covert surveillance. The RIPA request must be approved by the SIRO, the 
Head of Information Governance and Data Protection Officer, the Caldicott Guardian or the 
Chief Executive to ensure that there are grounds for suspecting criminal activity or equivalent 
malpractice and that notifying individuals about the monitoring would prejudice its prevention or 
detection. 
 
The Trust will ensure that any covert monitoring is strictly targeted at obtaining evidence within 
a set timeframe and that the covert monitoring does not continue after the investigation is 
complete. 
 
The Trust will not use covert audio or video monitoring in areas which workers would genuinely 
and reasonably expect to be private. 

 
Dashcams 
Under the DPA 2018, the image of a person recorded by a Dashcam will constitute personal 
data, since it allows for the identification of an individual, in the same way as CCTV and other 
Trust surveillance systems. 
 
A DPIA should be carried for any Dashcams within the Trust’s vehicles to ensure the purpose 
for their usage is clearly defined.  
 
Dashcam recordings should be saved as securely as any other instance of personal data, and 
should not be used for social media purposes.   
 
Sharing of Dashcam footage without proper authorisation constitutes a reportable data 
protection security breach, and should be treated as such. 

 
Incidents and Complaints 
All CCTV related incidents and complaints to be recorded on the Trusts reporting system Datix                   
where they can be investigated fully.   
 
Complaints in relation to surveillance camera images will be processed and reported to the 
Complaints/PALS Team under the Trusts Complaints policy or directly to the Trust Accredited 
Security Management Specialist or the Head of Information Governance. 

 

Police Requests 
All requests by the Police for viewing or copying of surveillance camera images must follow the 
Trust’s ‘Disclosure of Information to the Police Policy’. 
 
All requests will require a signed DP2 form to be completed and sent to the Head of Information 
Governance for authorisation. 
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Retention of Images 
Images captured by the Trust’s surveillance cameras will only be kept for 30 days when they 
will be overwritten by new images.   
 
If an incident has occurred requiring security or police attendance, upon request by a manager 
to the PFI Partner, images can be saved indefinitely.   
 
All saved images will be reviewed quarterly by the SIRO, Head of IG and the ASMS to 
determine if the saved image is no longer required.  If it is no longer required it will be deleted in 
line with IT guidance.   

 
Signage 
People in public places should be made aware they are being monitored by a surveillance 
camera system, who is undertaking the activity and the purpose for which that information is 
used. This is an integral part of overt surveillance and a legal obligation under the Data 
Protection Act 2018.  Such awareness of the public supports and informs the concept of 
‘surveillance by consent’.   
 
The Trust’s PFI partner is responsible for the signage on the use of surveillance cameras which 
must be displayed throughout the Trust.  This signage should include a point of contact for 
access to the images and complaints.   

 
 

Subject Access 
The Data Protection Act not only creates obligations for organisations, it also gives individuals 
rights, such as the right to gain access to their details and to claim compensation when they 
suffer damage. 
 
Any members of the public, patients, visitors or staff that have been captured on the Trust’s 
surveillance cameras are legally allowed to view this footage by completing a Subject Access 
Request (SAR) form to view the images. (See appendix 1) 
 
The System Manager will identify the footage required for viewing and will review it to ensure 
that collateral intrusion is kept to a minimum.   
 
The Trust will not supply copies of the footage if it is possible to identify other individuals.   

 

7. TRAINING REQUIREMENTS 

 
A system owner and administrator will be appointed to manage each system on a day to day 
basis.  Additional training needs will be identified through the completion of an annual audit. 
 
With any new system introduction, training will be provided by the contractor who installs the 
system.  The systems administrator should complete the self-study booklet Managing a CCTV 
System to ensure they are competent over the management and operation of the system to 
avoid Data Protection Act breaches and to adhere to the Information Commissioner’s 
Surveillance Camera Code of Practice.  
 

8. REFERENCES AND ASSOCIATED DOCUMENTATION 

 
Data Protection Act 2018 
http://www.legislation.gov.uk/ukpga/2018/12/pdfs/ukpga_20180012_en.pdf 
 
CCTV Code of Practice 
https://ico.org.uk/media/1542/cctv-code-of-practice.pdf 

http://www.legislation.gov.uk/ukpga/2018/12/pdfs/ukpga_20180012_en.pdf
https://ico.org.uk/media/1542/cctv-code-of-practice.pdf
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Records Management Code of Practice for Health and Social Care 2016. 
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-
information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-
management-code-of-practice-for-health-and-social-care-2016 
 
Human Rights Act 1998 
https://www.legislation.gov.uk/ukpga/1998/42/pdfs/ukpga_19980042_en.pdf  
 
Regulation of Investigatory Powers Act 2016 
http://www.legislation.gov.uk/ukpga/2016/25/pdfs/ukpga_20160025_en.pdf 
 
Caldicott Report 1997 
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1769982/pdf/jcp05600426.pdf 
 
CQC – Electronic surveillance in health and social care settings. 
https://www.cqc.org.uk/sites/default/files/CM111408_Item_8_Surveillance_literature_review_Ap
pen_3.pdf  
 
General Medical Council’s Guidance on “Making and using visual and audio recordings 
of patients”. 
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/making-and-using-visual-
and-audio-recordings-of-patients 
 
PHT Confidentiality and Data Protection Policy which incorporates the Privacy Impact 
Assessment 
http://phtPoliciesGuidelines/ManagementPolicies  

 
 

9. EQUALITY IMPACT STATEMENT 

 
Portsmouth Hospitals NHS Trust is committed to ensuring that, as far as is reasonably 
practicable, the way we provide services to the public and the way we treat our staff reflects 
their individual needs and does not discriminate against individuals or groups on any grounds. 
 
This policy has been assessed accordingly 
 
Our values are the core of what Portsmouth Hospitals NHS Trust is and what we cherish.  They 
are beliefs that manifest in the behaviours our employees display in the workplace.  
Our Values were developed after listening to our staff.  They bring the Trust closer to its vision 
to be the best hospital, providing the best care by the best people and ensure that our patients 
are at the centre of all we do. 
We are committed to promoting a culture founded on these values which form the ‘heart’ of our 
Trust: 
 

Working together for patients 
Working together with compassion 
Working together as one team 
Working together always improving 

 
This policy should be read and implemented with the Trust Values in mind at all times. 
 
 
 
 
 
 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://www.legislation.gov.uk/ukpga/1998/42/pdfs/ukpga_19980042_en.pdf
http://www.legislation.gov.uk/ukpga/2016/25/pdfs/ukpga_20160025_en.pdf
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1769982/pdf/jcp05600426.pdf
https://www.cqc.org.uk/sites/default/files/CM111408_Item_8_Surveillance_literature_review_Appen_3.pdf
https://www.cqc.org.uk/sites/default/files/CM111408_Item_8_Surveillance_literature_review_Appen_3.pdf
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/making-and-using-visual-and-audio-recordings-of-patients
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/making-and-using-visual-and-audio-recordings-of-patients
http://phtpoliciesguidelines/ManagementPolicies
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10.  MONITORING COMPLIANCE WITH PROCEDURAL DOCUMENTS 

 
 

 

 
This document will be monitored to ensure it is effective and to assure compliance. 
    
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

       

 

 

 
 

Minimum 
requirement  to be 

monitored 

Lead Tool Frequency of Report 
of Compliance 

Reporting arrangements Lead(s) for acting on 
Recommendations 

Review of all 
surveillance 
camera incidents 

Head of IG Datix Yearly Policy audit  report to: 

• DPDQ 

Head of IG 

PFI Provider 

Review of all 
surveillance 
camera complaints 

Head of IG Datix Yearly Policy audit  report to: 

• DPDQ 

Head of IG 

PFI Provider 

Review of all 
requests for access 

Head of IG Access 
request DB 

Quarterly Policy audit  report to: 

• DPDQ 

Head of IG 

PFI Provider 
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EQUALITY IMPACT SCREENING TOOL 

To be completed and attached to any procedural document when submitted to 
the appropriate committee for consideration and approval for service and policy 

changes/amendments. 

 

Stage 1 -  Screening  

 
Surveillance Camera Systems Policy 

 

Date of Assessment 02/12/2019 Responsible 
Department 

Information Governance 

Name of person 
completing 
assessment 

E Armour Job Title Head of IG/DPO 

Does the policy/function affect one group less or more favorably than another on the basis of 
: 

 Yes/No Comments 

• Age No  

• Disability No  

• Gender reassignment No  

• Pregnancy and Maternity No  

• Race No  

• Sex No  

• Religion or Belief No  

• Sexual Orientation No  

• Marriage and Civil Partnership No  

If the answer to all of the above questions is NO, 
the EIA is complete. If YES, a full impact 
assessment is required: go on to stage 2, page 2 

 

  

More Information can be found be following the link 
below 

 

 

www.legislation.gov.uk/ukpga/2010/15/contents 

 

 

 

  

Stage 2 – Full Impact Assessment 

http://www.legislation.gov.uk/ukpga/2010/15/contents
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What is the impact Level of 
Impact 

Mitigating Actions 

(what needs to be done to minimise / 
remove the impact) 

Responsible 
Officer 

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Monitoring of Actions 

The monitoring of actions to mitigate any impact will be undertaken at the appropriate level 

 

Specialty Procedural Document:  Specialty Governance Committee 

Clinical Service Centre Procedural Document: Clinical Service Centre Governance Committee 

Corporate Procedural Document: Relevant Corporate Committee 

 

All actions will be further monitored as part of reporting schedule to the Equality and Diversity 
Committee 
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Appendix 1 

Data Protection Subject Access Request Form 
S35 Data Protection Act – CCTV Request 
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Appendix 2 

Regulation of Investigatory Powers Act 2000 (RIPA) 
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Appendix 3 
 

FM SERVICES  
Issue: Rev 5, April 19 Review: Annual Review and Reformat 83  
SEC WI 4.3.7.1  
FACILITIES MANAGEMENT  
SECURITY  
CLOSED CIRCUIT TELEVISION (CCTV) SYSTEM  
Introduction  
 
1. FM SERVICES (PHT) has introduced CCTV/BWC (Body worn camera) into Queen 
Alexandra as one of an integrated pack of measures to reduce crime levels. The aim of these 
measures is to ensure Portsmouth Hospitals is a safer place for patients, staff and visitors.  

2. PHT are mindful of Civil Liberty Concerns about the introduction of CCTV which is why this 
public document sets out explicitly the use which will be made of the system and how it is 
regulated. The system will be operated strictly in accordance with this Code of Practice 
GDPR and this will ensure that civil liberties are maintained.  

3. The cameras are monitored at the following locations: - a. In the Main Control Room 
(MCR), which is sited on A Level .The Security Team Leader will manage this. It will be 
staffed 24 hours a day.  
  
 
The Purpose of The Portsmouth Hospitals Trust CCTV System  
 1. The use of the CCTV cameras and system shall be solely for the purpose of: - a. 

Reducing the fear of crime, promoting community safety.  
 b. Encouraging the use of hospital service and facilities within QAH and assisting in 
the maintenance of public order and reducing offences involving vandalism and 
nuisance,  

 c. Assisting in the reduction and prevention of crime,  
 d. Providing high quality evidence, this may be used by the Police and PHT to 

prosecute offenders,  
 e. Monitoring road traffic circulation and improving road safety,  
 f. Protecting property  

 g. CCTV may be used to support implementation of Trust Policies & Procedures in 
relation to any staff disciplinaries.  

 h. Only kept for 30days  
 2. With the exception of wide angle or long distance shots, domestic or office 
premises will not be included in any camera's field of vision. Through careful planning 
and the sensitive use of equipment and technical controls, privacy will be preserved 
and close up views into premises through windows will be avoided.  
 3. FM Services is committed to monitoring, reviewing and enhancing its CCTV 
facilities in order to ensure and improve their effectiveness.  

 
Control Room Management  
1. Overall responsibility for the system will be taken by the Security Team Leader, who will 
be involved in the day to day management of the system.  

2. Responsibility for the system will be taken by the Security Manager, whose duties will 
include: - a. General responsibility for the system  

 b. Liaison with Hampshire Constabulary on policy issues including the release of 
video footage  
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 c. Liaison with Hampshire Police Authority  
 d. Notification of major incidents involving public safety or disorder  
 e. Authority for occupation of control room  
 f. Authority for release of information other than to the Police. This will not occur 

unless the release of the information enhances the purpose of the system and the 
Trust. Each application will be considered on its own merits and if authority is given, 
the release of information would be subject to strict conditions to control its use  

  
3. It is PHT policy that information will not be released to the media. The only exceptions to 
this are: -  

a. A case where the Police have not been able to trace or identify a suspect after 
undertaking normal investigations, and where they believe that general disclosure will 
assist. In such cases, the Police will seek the consent of the PHT prior to disclosure 
and PHT will wish to be satisfied that the advantages of this outweigh the prejudicial 
effects.  

 b. Where CCTV footage has been used in a court case and a conviction has been 
obtained, stills of that footage may be released where this would enhance the 
purpose of the system. Release of stills would be subject to strict conditions, e.g. the 
victims consent in writing being obtained and the stills being returned to PHT 
following publication.  

  
4. Operational responsibility for the system will be taken by the Security Team Leader and 
their staff whose duties will include: - a. Operation responsibility for matters and specifically 
the system  

 b. Day to day liaison with the police for operational matters  

 c. Day to day liaison with duty controllers  

 d. Day to day liaison with system contractors and authorization of repairs, goods or 
services  

 e. Authority for the release of information to the Police  

 f. Keeping and checking the logbook  
  
5. Physical access to the room is strictly controlled by the duty security officer. He/she is 
responsible for the routine operation of the room. Generally, to ensure individual privacy is 
maintained access to the control centres should be limited to monitoring staff that are on 
duty.  
 
6. Visitors will only be allowed into a control room with the prior agreement of the Security 
Team Leader and all visitors (and the purpose of the visit) shall be recorded in The Control 
Room sign in book 
   
7. It will be necessary for all contractors to ensure that prior arrangements have been made 
and confirmed for any attendance at the control room. Contractors will be instructed in the 
first instance to report to the Security Team Leader or appointed liaison officer.  
  
8. Out of hours and emergency attendance will obviously arise; in these circumstances the 
duty security officer must be satisfied of the identity of the attendee and purpose of the visit 
before allowing entry.  
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9. Independent incident logs shall be maintained in the control room. Staff shall record details 
of personnel and times of duty. Details of action taken by staff to deal with specific incidents 
as well as any occurrence with the control room or equipment failure shall be recorded 
therein. The staff member making them will sign any written entries.  

10. Other duties may be designated to security staff including liaison with other units and 
administering early warning schemes. Other administrative functions will include, maintaining 
photographic file and maintaining incident logs.  

11. Details will be available within the control room of points of contract with the following: - 
a. Police Service - Fire & Rescue Services - Ambulance Service  
  
12. In general the Police should not require access to the control room except in 
emergencies when major incidents occur, for viewing incidents, for collecting evidential CD’s, 
crime reports, or for liaison purposes. In other cases visits must be pre-arranged.  
 
CD’s as Evidence  
1. There must be evidence of continuity of handling of the CD ROM from the time it is first 
taken into use up to its production as an exhibit in court. Tape integrity is of paramount 
importance. To achieve this, the following steps must be adhered to. a. Each CD shall be 
given a unique reference number, which shall be fixed to the CD.  

 b. CD evidence shall wherever possible be the original recording or working copy of 
the original.  

 c. The register shall be kept in a secure area.  
 d. When Police have requested access to a recording no other person shall make use 

of the CD without Police consent.  
  
2. Should the Police wish to view footage they shall contact the Security Team Leader with 
operational responsibility to do so. The following set of procedures must be complied with to 
ensure that the controlled access to CD’s is maintained. a. The Police who require to view 
footage using the playback equipment at the main control room shall be carried out under the 
supervision of the duty security officer who has operational responsibility for the system.  
  
3. On request of the Police a working copy of the footage will be supplied by: - a. The Trust 
Security Team Leader or  

 b. The duty security officer  
  
4. The copied-recorded CD and all associated documents shall be placed in an envelope, 
sealed references noted, signed by the controller and dated. On handing to the Police details 
of the recipient should be obtained and the acceptance form signed by the recipient as 
confirmation of transfer. This information shall be included in the CCTV log.  
 
5. The original master CD shall be retained within the Control Room.  
 
6. The use of photographic process to obtain "still" pictures should only be used to assist with 
the identification of incidents, in training and for demonstration purposes. They will not be 
used for any other purposes. These will be supplied to the Police on formal request. A file of 
photographs will be maintained showing appropriate references and shall be logged, indexed 
and cross-referenced to the incident logs. They will be stored in the control room file and 
when no longer required will be shredded.  
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SEC WI 4.3.7.1  
Special Contingencies  
 
1. During major incidents or on other occasion as may be agreed between the Police and 
PHT, the Police will be given the authority to supervise the MCR. The log should record the 
times at which the Police assumed and subsequently released responsibility for the control. It 
is important however, that the controls are handled by the duty security officer or under their 
directions to maintain maximum efficiency.  

2. Should the duty security officer receive telephone calls regarding bomb threats or similar 
incidents a full record shall be made in accordance with Procedure  

3. Should a Security Officer call for his actions to be put under the view of the camera (i.e. 
dealing with a difficult patient) the control room operator must maintain visual and radio 
contact with the Security Officer dealing with the incident at all times and record event in the 
log book.  
 
GDPR  
1. It has been agreed with the Data Protection Registrar that the system, as currently 
designed, does not fall within the scope of the Data Protection Act, because it is not capable 
of processing data automatically by reference to the data subject. However, PHT will use its 
best endeavours to comply with the principles of that Act.  

2. The First Principle of the Act requires that personal data shall be obtained and processed 
fairly and lawfully. To that end, readily visible notices will be sited at location throughout the 
hospitals informing people that there are cameras in operation.  

3. The other Principles of the Act require that data be:  

a. Held only for the purpose of the system as specified above  
 b. Used only for the purpose in item 2 above and disclosed only to the people as 

described in the accompanying clauses  
 c. Adequate, relevant and not excessive in relation to the purpose for which it is held  
 d. Held for no longer than necessary  
 e. Held securely to prevent unauthorised or accidental access to, alteration, 

disclosure, loss or destruction. Where tapes are used as evidence in prosecutions, 
defendants will have access to the tapes through disclosure by the Police.  

  
Liaison  
This CCTV control extends the PHT/Police/City Council partnership in hospital and 
community safety. Regular liaison will take place to encourage the sharing of information and 
expertise. 
 
Staffing of the Control Room  
 
1. Staff operating the control room will be subject to this code and to a detailed contract 
governing their conduct. In particular appropriate checks will be made prior to the 
appointment, training will be given and confidentiality will be required both during and after 
completing their employment. Spot checks of back ups and CD’s and procedures will be 
carried out to ensure that all the guidelines are being followed.  

2. Any breaches of their contract or this Code of Practice will be a disciplinary matter  
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SEC WI 4.3.7.1  
Evaluation  
1. There will be a continuous monitoring and evaluation of the CCTV system and its use, and 
to this end data is to be collected and regularly analysed.  

2. An annual report will be produced on the operation of the system and will be available.  

3. This code of practice will be kept under review and will be revised after consultation as 
and when the need arises.  
 
APPENDIX 1  
Criteria  
To take into account when deciding on priorities for the installation of CCTV cameras  
1. The Police have been consulted and have identified areas as:  

a. having a significant crime problem to which CCTV is an appropriate response  
 b. one which they see as priority for CCTV  
  
2. An assessment has first been carried out by the Security Team Leader in consultation with 
other agencies, of the nature of the crime problem and measures, which are appropriate to 
tackle it. The assessment will be carried out in accordance with the. ICO (Information 
Commissioners Office)  
 
3. An assessment has been carried out by the Security Manager in consultation with the 
Police of the likely displacement effect of installing CCTV cameras  
 
4. The availability of financial support to PHT 
  
5. Consultation has taken place with departments/staff in the area and they are supportive of 
the proposals.  
 
6. Installation can be achieved in compliance with this Code of Practice.  
 
7. Objectives of the installation are clear, e.g.  

a. To reduce crime level in the area  
 b. Increasing confidence and reducing fear of crime  
 c. Encouraging regeneration of the area.  
  

 
 


